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% Runtime Policies © Add Policy

Q High  Medium Low Info

. ° Create/Modify Configmap With Private Credentials Updated 7 days ago Terminal shell in container ;s B ox
Entire Infrastructure 1 rules | Notify Only @ High Severity :
e . Ingress Object Without TLS Cert Created Updated 7 days ago
pee Entire Infrastructure 1 rules | Notify Only 2ton
A shell was spawned by a program in a container with an attached
terminal.
. Launch Suspicious Network Tool in Container Updated 7 days ago
Entire Infrastructure 1 rules | Notify Only
Scope
Unexpected outbound connection destination Updated 7 days ago kubernetes.pod.label.terminal_shell_in_container = "allowed"
Entire Infrastructure 1 rules | Notify Only
Rules
Sensitive Info Exfiltration Updated 6 hours ago
[ J . . i - rule: Terminal shell in container ¥
kubernetes.namespace.name = "store-frontend 1 rules | Notify Only | Capture 25 secs
. ~ Terminal shell in container Updated 7 hours ago "
ction
pod.label.termi iner =" P i
kubernetes.pod.label.terminal_shell_in_container = "allowed 1 rules | Notify Only | Capture 30 secs Capture 10 secs before, 20 secs after
° Disallowed K8s Activity Updated 7 days ago
Entire Infrastructure 3rules | Notify Only
Inadvised K8s Activity Updated 7 days ago
Entire Infrastructure 5rules | Notify Only
Create Privileged Pod Updated 7 days ago
Entire Infrastructure 1 rules | Notify Only
. = Suspicious K8s User Activity Updated 7 days ago
Entire Infrastructure 1 rules | Notify Only
Inadvised K8s User Activity Updated 7 days ago
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%

0

POLICIES

POLICIES

Rules Library
Q

Rules

All K8s Audit Events

Anonymous Request Allowed

Apache writing to non allowed directory
Attach to cluster-admin Role
Attach/Exec Pod

Blacklist commands

Change thread namespace

Change thread namespace (WP)

Clear Log Activities

ClusterRole With Pod Exec Created
ClusterRole With Wildcard Created
ClusterRole With Write Privileges Created

Contact cloud metadata service from container

Contact EC2 Instance Metadata Service From Container

Contact K8S API Server From Container

Create Disallowed Namespace

Create Disallowed Pod

Create files helow dev

Published By

Sysdig 0.6.1

Sysdig 0.6.1

Secure Ul

Sysdig 0.6.1

Sysdig 0.6.1

Secure Ul

Sysdig 0.6.1

Secure Ul

Sysdig 0.6.1

Sysdig 0.6.1

Sysdig 0.6.1

Sysdig 0.6.1

Sysdig 0.6.1

Sysdig 0.6.1

Sysdig 0.6.1

Sysdig 0.6.1

Sysdig 0.6.1

Svedia 061

Last Updated

2 months ago

2 months ago

7 days ago

2 months ago

2 months ago

7 days ago

2 months ago

7 days ago

2 months ago

2 months ago

2 months ago

2 months ago

2 months ago

2 months ago

2 months ago

2 months ago

2 months ago

2 months aan

© Add Rule

Tags

k8s

k8s

filesystem

k8s

k8s

filesystem

process

process

mitre_defense_evasion  file

k8s

k8s

k8s

container  mitre_discovery = network

container aws  mitre_discovery | n

container  k8s  mitre_discovery | ne

k8s

k8s

mitre nersistence filesvstem
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Actions

Containers (@ Nothing(notify only) Stop Pause

Capture .

File Name Terminal shell in container
Storage Sysdig Secure Storage

10 secs before, | 20 secs after the event
Fitter

Notification Channels

:‘i" Slack Channel
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Policy Events

Entire infrastructure
> gke-de.. e1d0-5sm1
> gke-dem..e1d0-vsb0

> gke-dem...e1d0-zvsn

W

p-10-0-0-116

w

p-172-20-52-124

L

ip-172-20-53-31

A

ip-172-20-54-83

W

ip-172-20-57-15
» ip-192-168... internal

> ip-192-168.. [internal

w

kube-bn...-000001c8

W

kube-bn... -0000025f

Browse By Sysdig Monitor ...

Entire infrastructure

About 5 hours

Terminal shell in container
- ip-172-20-54-83 > 3blaaaf(1256 a0
About an hour
Ingress Object Without TLS Cert Created
4 ip-172-20-53-31
About 2 hours
Create/Modify Configmap With Private Cred...
g ip-172-20-53-31

About an hour

F 1 policies triggered: Access Cryptomining N
o ip-172-20-57-15 » dSb48bB3e7(7

About 11 hours

o

About 4 hours

Terminal shell in container
ip-172-20-54-83 * 3b0aaaf01256

LIVE: 3/29 5:49:50 PM - 3/30 5:49:50PM (1D) =

Policy Event Details X

When
3/30/2020 1:18:03.583 pm (5 hours ago)

Related Resources

Capture and commands will cover 10 minutes around the time of the event.

VIEW CAPTURES (@) ACTIVITY AUDIT

Severity
@ High

Triggered Policy

Terminal shell in container Filter: Add = Remove
Triggered Rule Type

Fco

Scope

1. host.hostName: ip-172-20-54-83
2. container.id: 3b0aaaf01256

Host
Hostname: ip-172-20-54-83

MAC: 02:f2:bf:a5:75:c1
Container
|D: 3b0aaaf01256

Name: kBs_store-frontend-ping-php_store-frontend-ping-php-54664d4f44-
gZtbc_terminal-shell-in-container_241e0cb0-05e4-47f7-97c1-c8a1bf9f7963_0

Image: sysdiglabs/workshop-forensics-1-
phpping@shaz256:74941e12721385c8f3d5b9438294eae5050087badfcBcdc9ed

10M 30M 1H 6H 1D 3D 4 11
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AC“Vity Audit View Legacy Commands Audit

Hosts & Containers v

Entire Infrastructure

gke-demo-kube-gke-default-pocl-f141e1d0-5sm

gke-demo-kube-gke-default-pool-f1 41e1d0-vsb0

gke-demo-kube-gke-default-pocl-f141e1d0-zvsn

ip-10-0-0-116 (0)
> ip172:20:52-124(15)

> ip172-20:53-31 (0)

01:18:05 PM O1:18:10 Ph 01:18:15 PM 01-18:20 PM

v ip-172-20-54-83 (129) 01:17:40 PM 0

01:17:50 P 0 o
0f04322de60c (0) Time Data Source Details
116c6f25520f (0)
Load Newer.
2395de183fcd (0)
- e Mar 30,1:18:03 PM cmd comm shred cn e shred -f froot/ bash_history fvar/www/html/ uid 0 pid 14612 ppid 14594 shellid 14594
30f109e30a37 (0)
3b0aaaf01256 (129) Mar 30, 1:18:03 PM | file | di fvar/www/htmlfviany-master/ filename configpy comm tar ¢
6e362e2HMb1:(0) Mar30,1:1803PM | file | directory fvar/www/htmifviany master/ filename READMEmd cemm tar p W
81e97ad76462 (0) —
Mar 30, 1:18:03 PM | file | di ¢ fvar/www/html/viany-master/ filename README comm tar w
bOcb1b680395 (0)
s Mar 30, 1:18:03 PM | file | directory fvar/www/html/vlany-master/ filename LICENSE comm tar p ns w
c167c326afb0 (0) —_
c56e8a8a713c8 (0) Mar 30, 1:18:03 PM | file | di ¢ fvar/www/html/viany-master/misc/ filename rm_preload.c comm tar permissions w
896001ach316 () Mar30,1:1808PM | fle | directory fvarwww/himlfviany-master/misc/ filename detectbe.c comm tar permissions w
edéacd779328 (0) —
Mar30,1:1808PM | file | directory fvarswww/htmi/viany-master/misc/ filename ssh.sh comm tar permissions w
9baBb5956db (0) ——
Mar 30, 1:18:03 PM file fvarfwww/html/viany-master/misc/ filename detect_proc_forge.py comm tar p w
> ip172:20:57-15 (0) R ey ; P i
> ip-192-168-19-238 ec2 internal (0) Mar30,11803PM | file | d / varfwww/html/viany-master/misc/ filename detect_preload.c comm tar p 1S5 W
> ip192:168-43-119.ec2.intemal (0} Mar30,118:03PM | file | d var/www/html/viany-master/misc/ filename patch_ld.py comm tar perm
> kube-bndohogd0I010hmts5fg-demokubeiks-def ——
Mar 30,1:18:03 PM | file | di ¢ fvarfwww/htmlfviany-master/misc/ filename enter_lxc.c comm tar perr w
> kube-bndohogd0l010hmts5fg-demokubeiks-def
Mar 30,1:18:03 PM | file | di ; fvarfwww/html/viany-master/ filename install.sh comm tar permiss
1:17:40 pm - 1:18:20 pm 40 seconds 10M 1H 6H 10 3D 14 pl
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Terminal shell in container (4).scap

ﬁ Overview
VIEWS GENERAL FILE NETWORK NETWORK APPS SECURITY PERFORMANCE LOGS INFRASTRUCTURE
. Sysdig Secure File Bytes In+0Out Net Bytes In+Out DNS Bytes Executed HTTP Requests App Log Docker Events
Connections Notifications Commands Messages
Cantainers 1 417 M 523 M 206K 110 48 K 59 K 20
Directories —
Running File Bytes In Net Bytes In HTTPs Bytes Executed HTTP Errors App Log Warning Container Exec
Errors Processes Interactive Messages Created Events
Commands
Files 142 401 M 260 M 201.0K 3 213 259 7
/0 by Type Running File Bytes Out Net Bytes Out HTTP Bytes Modified System File Open Errors App Log Error Container
- Containers Files Messages exec_die Events
Page Faults
2t 1.7 M 263 M 254 M 6 204 20 6
Port bindings
Processes System Calls Accessed Files Active Network mysql Bytes Setns Invocations Fork Count Container Exec
Connections Started Events
Processes CPU
4454 K 1.6 K 439 63.6 K 26 402 7
Processes Errors
Server Ports Modified Files Listening Ports mongodb Bytes Deleted Files S\uw(:ﬂe I/C]) calls
ms+
slowFle 10 202 17 370.7 K 186 5
Spy Users
New Qutbound
System Calls Connections
Threads 96
New Inbound
_ Connections
) =
OSTREAMS | SYSCALLS 116
© Time | B duration: 30.00 0005 |

I Modified System Files ‘ | |

I Executed Commands |

IExeculed Interactive Command: |
:

INFO@QUANTIKA14.COM | www.quantikal4.com TWITTER: @Quantika14 9




QUANTiKA"'

Browse By Kubernetes (RCs) ¥
There are 4 Unscanned, 28 Failing and 68 Passing images
Entire infrastructure
100 . R, ,
> orypto-mining-demo running as containers in ‘Entire Infrastructure’ over the last
Images
> example-go-app m|nute
> example-java-app
> example-voting-app
> exporters-test
> grafana-sysdig v Unscanned Images
> istio-bookinfo
amazon-k8s-cni v1.5.4 Running Containers: 2
> istio-flasknginx Image Digest: sha256:5b7e7435f88a86bbbdb2a5ecd61e893dc14dd13¢9511dc8ace362d299259700a
> istio-system
eks/coredns v1.3.1 Running Containers: 2
> jenkins

Image Digest: sha256:c85954b828a5627b9f3c4540893ab9d8a4be5f8da7513882ad122e08f5¢c2e60a
> kube-system

amazon/amazon-ecs-agent latest Running Containers: 1
Image Digest: null

v

monitoring

©]

IMAGE
SCANNING > null

v

nginx-crashloop

protokube 1.16.0 Running Containers: 4
Image Digest: null

> > B> P

> sensitive-info-exfiltration

> sock-shop

> suspicious-network-tool

Sisysdig-agent v Scanned Images

> terminal-shell-in-container o bencer/example-voting-app-voter 0.2 Running Containers: 1
S tracfik Image Digest: sha256:fd8ba592195ca113d0a128839487aab1dd75f23cee58bbe3aec86bd12¢71f970

o bencer/hash-browns metrics-1 Running Containers: 1
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BENCHMARKS

Results » Kubernetes Compliance Check

1.1. Master Node Configuration Files
111

1.2. API Server 112 @

1.3. Controller Manager 113

1.4. Scheduler

BENCHMARKS

® 6 6 6 6 o o o
=
=
(%3]
%

@ Download CSV

3 3 Completed on Apr 14,2020 - 8:00 am
Fail R annnng41:18:1f
Remediation
Run the below command (based on the file location on your
Kubernetes Master system) on the master node. For example, chmod 644

/etc/kubernetes/manifests/kube-apiserver.yaml n Files

Ensure that the API server pod specification file permissions are set to 644 or more restrictive (Scored)

Ensure that the API server pod specification file ownership is set to root:root (Scored)

Ensure that the controller manager pod specification file permissions are set to 644 or more restrictive (Scored)
Ensure that the controller manager pod specification file ownership is set to root:root (Scored)

Ensure that the scheduler pod specification file permissions are set to 644 or more restrictive (Scored)

Ensure that the scheduler pod specification file ownership is set to root:root (Scored)

Ensure that the etcd pod specification file permissions are set to 644 or more restrictive (Scored)

Ensure that the etcd pod specification file ownership is set to root:root (Scored)

Ensure that the Container Network Interface file permissions are set to 644 or more restrictive (Not Scored)
Ensure that the Container Network Interface file ownership is set to root:root (Not Scored)

Ensure that the etcd data directory permissions are set to 700 or more restrictive (Scored)
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